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DEPARTMENT OF THE ARMY

HEADQUARTERS, U.S. ARMY MATERIEL COMMAND
5001 EISENHOWER AVENUE, ALEXANDRIA, VA 22333 - 0001

REPLY TO
ATTENTION OF

AMCRDA-TE (70-1) ' 6 January 1999

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: Policy on Contractor Integrated Technical

Information Sexrvice (CITIS) for Engineering and Technical
(E&T) Data

1. Under CITIS, the contractors store and maintain data for
which the Government has a requirement. It is the U.S. Army
Materiel Command (AMC) policy that CITIS is the preferred
method of handling E&T Data and will be used when economically
beneficial to the Government. The AMC Deputy Chief of Staff
for Research, Development and Acquisition will be the
proponent for policy and procedures for AMC for CITIS dealing
with E&T Data. Enclosure provides "General Guidance for
considering a Contractor Integrated Technical Information
Service (CITIS) for Engineering and Technical ((E&T) Data."

2. The CITIS is one of the methods available by which to
reduce operating budgets and expenses involved in the
acquisition, storage, management and maintenance of E&T Data.
This is especially true during development and initial
production because E&T Data is subject to multiple changes

¥ during that timeframe. .Eyerefore, CITIS will be considered on
2all new productions contfacts. For existing contracts,
consideration should be given to requesting concept papers
from the contractors to identify the corntractor's perspective
on the optimum methods for exchanging data with his automation
system. Transition to the contractor's proposed interface
concept would reduce or eliminate conflicting requirements on
his automation system and minimize the cost of exchanging data
with the contractor. To that end, planning for an effective
interface with the contractor should be a critical element in
the organizations Integrated Data Environment planning and
implementation.
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AMCRDA-TE (70-1)
SUBJECT: Policy on Contractor Integrated Technical

Information Service (CITIS) for Engineering and Technical
(E&T) Data .

3. The Government’s requirement for that data must first be
determined, when a CITIS is being considered. That
determination must consider the data requirements throughout
the entire life cycle of the item for which a CITIS will be
used. Any contractual requirements for CITIS must address
data access, use, rights, possession and ownership. In order
to maximize the benefit and minimize the risk to the
Government in the utilization of a CITIS, data and system
interoperability within the Government and with any CITIS must
be maintained. Therefore, for each CITIS contractually
implemented, the CITIS must be compatible with the following
approved performance specifications, MIL-PRF-32029 (MI),
Performance Specification, Automated Configuration Management
System, dated 30 June 1998 and MIL~52406C, Interface
Specification for Standard System Interface Requirements for
Engineering Data, dated 15 September 1997, or their current
revisions at the time of contract award.

4. The point of contact for this is Mr. James Knowles,
AMCRDA-TE, DSN 767-5100, COMM 703-617-5100.

5. AMC -- America's Arsenal for the Brave.

Encl
as

DISTRIBUTION:

MAJOR GENERAL EDWARD L. ANDREWS, COMMANDER, U.S. ARMY TEST
AND EVALUATION COMMAND, ABERDEEN PROVING GROUND, MD
21005-5055

MAJOR GENERAL EMMITT E. GIBSON, COMMANDER, U.S. ARMY
AVIATION AND MISSILE COMMAND, REDSTONE ARSENAL, AL
35898-5000

MAJOR GENERAL ROY E. BEAUCHAMP, COMMANDER, U.S. ARMY TANK-
AUTOMOTIVE AND ARMAMENTS COMMAND, WARREN, MI 48397-5000

2
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GENERAL GUI DANCE FOR CONSI DERI NG A
CONTRACTOR | NTEGRATED TECHNI CAL | NFORVATI ON SERVI CE (CITIS)
FOR ENG NEERI NG AND TECHNI CAL ( E&T) DATA

GENERAL: This docunent is intended to provide general

gui dance for determ ning whether a CITIS should be used and
identifying inplenentation considerations. It is not
intended to replace the advice of conpetent |egal,

acqui sition, logistics, engineering, etc. personnel in any
gi ven situation.

DoDR 5000. 2R, “Mandatory Procedures for Mjor Defense

Acqui sition Prograns (MDAPs) and Maj or Autonated I nfornmation
System (MAI'S) Prograns.” In paragraph 3.3.5. “continuous
acqui sition and Life-cycle Support (CALS) — Acquisition
Program I ntegrated Digital Environnent (IDEs)” states that
“Beginning in FY97, all new contracts shall require on-1line
access to, or delivery of, their programmati c and techni cal
data in digital form unless analysis shows that |ife-cycle
time or life-cycle cost would be increased by doing so.
Preference shall be given to on-line access to contractor
devel oped data through contractor information services or
exi sting information technol ogy infrastructure rather than
data delivery..

Mlitary Standard 974, 20 Aug 93, Contractor Integrated
Technical Information Service (CITIS) defines a set of core
and tailorable CITIS functions which collectively constitute
a contractor provided service for electronic access to and

delivery of contractually required digital data. It also
defines support and ancillary functions necessary to
efficiently utilize a CITIS. It does not address the

i npl enentation of a systemthat provides a CITIS, nor the
use or content of data accessible via a CITIS.
Additionally, it does not provide gui dance on determ ning
whether a CITIS should be used or not.

PURPOSE: The purpose of this docunent is to provide
gui dance for when and to what |evel to require access to
data through the CITIS.

VWHAT IS CTIS? CITISis a contractor service, which

provi des, to authorized users, electronic access to and/or
delivery of data devel oped and/or stored by a contractor
that the Governnent has a requirenent to view and/or use.
For weapons systens, it is the data required by the
contract, normally listed on the Contractual Data
Requirenents List (CDRL). The CITIS, and consequently the
contract provisions for CITIS, does not include the

dat abases to which access is granted, the database process,
or the format of the data to be accessed through CITIS.



However, format of the data, for delivery, nust be specified
when delivery of the data to the Governnent is required.
Fi ve basic el enments nust be considered when considering a
CTlS:

Data Use is required in nmany ways. Reprocurenents,
trai ning, nmaintenance, etc. are just a few of the uses of
data. Wat the data will be used for is a critical decision
when considering having a CITIS established. Al the uses
of the data nust be determ ned and considered in determ ning
whet her to establish a CITIS and what the contractual
requi renents will contain.

Data Rights generally determ ne what the data can be

used for. This is discussed in sone detail later in this
docunent .
Dat a Access can be just that, i.e. “access.” Access

may nean that you can view the data only (read only

aut hori zation. Even printing or copying of the data may not
be all owed. The intended use of the data determ nes the
degree of access required.

Dat a Possession is the physical receipt, safeguarding,
storage, and distribution of the data. Possession does not
necessarily mean ownershi p.

Data Omership is the control or maintenance of the
data and any changes to it. Omership does not necessarily
mean possessi on.

ENG NEERI NG AND TECHNI CAL (E&T) DATA: This area enconpasses
that data, and associated data, necessary to produce,
operate, maintain, repair, support, and di spose of a piece
of Army materiel. It may be as sinple as a performance
specification (Performnce Based Desi gn Requirenents
(PBDRs)), or as conplex as a full draw ng package (Detail ed
Design Requirenents (DDRs)) with associ ated docunents.
Seldomw || a technical data package (TDP) consist solely of
PDRs or DDRs. The contents of the TDP wi |l depend upon the
Acqui sition, Mintenance, Support and D sposal Strategies.
PBDRs are the desired approach and work well for systens,
sub-systens and conponents where mai ntenance and support are
repair by replacenment. Wen actual repair of an itemis
required, the DDRs may be required. Additionally,
frequently when PBDRs are used, detailed interface

requi renents nust be included as part of the TDP. These may
appear as DDRs as they nust specify the exact interface
requirenents.

CONFI GURATI ON MANAGEMENT (CM: CMis not a mmjor factor in
deciding if a CITISis to be used. CTIS rolein CMis to
sinply allow access to the required data. The contractual



requi renents for data access, use, rights, possession, and
owner shi p nust consider the degree of CMthat the Governnent
intends to exercise and allow for it.

LEVELS OF RI SK. Needed data depends on such factors as
program conpl exity, commercial off-the-shelf (COTS)/non-
devel opnmental item (ND) vs. devel opnent, technical and
financial risk, and the support strategy. For exanple, if
it is known that Contractor Logistics Support (CLS) wll be
used for the Iife of the program dependent upon what is
covered by the CLS, the governnent may never need a TDP

unl ess the CLS is discontinued for sone reason.
Additionally, the contractor's internal procedures are a
factor to be considered. Wen data is not a contract
deliverable, there is the risk that it will not neet

Gover nnment expectations or the contractor will stop using a
docunent. The level of risk identified in the acquisition
strategy and plan affects how much contractual enphasis is
pl aced on acquiring engineering data. |In all cases,

consi deration nust be given to the discontinuance of the
CITIS and the requirenent for the Governnent to take
delivery (possession) and ownership of the data should

al ways be considered for inclusion as a contract requirenent
or option.

DATA RI GHTS. Source data prepared specifically for the
contract, and derivative works devel oped fromthem woul d
normal Iy be provided with Unlimted Data R ghts.

(Derivative works are publications such as checklists and
wor kcards devel oped fromone or nore basic manuals.) The
data and manual s may be copyrighted, or contain proprietary
data or procedures. In these cases, data and manual s may be
supplied with Limted R ghts or Government Purpose Limted
Rights (GPLR) only. Comercial manuals are procured with
Unlimted Rights, GPLR, or Limted Rights. Data rights are
a maj or concern in specifying a CITIS requirenent. The
rights and/ or ownership required for the Governnent nust be
fully detailed and specified in the contractual
requirenents. There is a nore detailed discussion of data
rights later, however, security of data and data rights nust
be a primary concern as inproper disclosure or use of
contractor data may constitute a crimnal offense:

18 U.S.C. 1905 Disclosure of confidential information
general ly.

“Whoever, being an officer or enployee of the United
States ... publishes, divulges, discloses, or nmakes known in
any manner or to any extent not authorized by |aw any
information...which informati on concerns or relates to the
trade secrets, processes, operations, style of work, or
apparatus, ... of any person, firm partnership,
corporation, or association:... to be seen or exam ned by



any person except as provided by |law, shall be fined under
this title, or inprisoned not nore than one year, or both;
and shall be renoved fromoffice or enploynent.”

ACQUI SI TION STRATEG ES: Once a nateriel solution is
determ ned as the best neans of overconming a battlefield
deficiency, a decision as to whether the materiel solution
will take the formof a commercial acquisition, a non-
devel opnmental item (ND) acquisition, a nodification to an
exi sting system or a new devel opnment program nmust be made.
Each of these acquisition strategies requires a different
decision matrix on whether or not to make CITIS a
contractual requirenment and what the CITIS contractua

requi renents will contain.

MAI NTENANCE/ SUPPORT STRATEGQ ES: The nmmi nt enance/ support
strategies will play a nagjor role in determning the data
access, use, rights, possession, and ownership required for
a CITIS. Life cycle CLS will have a significant inpact upon

the contractual requirenents of a CITIS, as will conpetitive
reprocurenents and i n-house Governnent mai ntenance and
support. Each will require that data access, use, rights,

possessi on, and ownership be addressed differently and as

t he concept noves in varying degrees fromCLS to in-house so
wi |l the Governnent approach to access, use, rights,
possessi on, and owner shi p.

REPROCUREMENTS: When additional simlar itens are to be
acquired in the future after conpletion of the initial
production or when nultiple procurenment sources are planned,
this must be consi dered when establishing the contractual
requirenents for CITIS. |If the future procurenent or the
mul ti pl e source procurenents are to be conpetitive
Governnment unlimted rights, possibly ownership, of data is
required and how this data is to be provided to the
Governnment needs to be negotiated. It may well be that a
CITIS will serve the Governnent’s requirenments with the
contractor providing a repository even in a conpetitive
envi ronment .

COVPETI Tl VE SPARES/ REPAI R/ REPLENI SHVENT:  Gover nnent
unlimted rights of data is necessary anytinme conpetitive
procurenent strategies are being planned. A major
consideration is when the conpetition is planned. If a
concurrent conpetitive procurenent is planned, Governnent
ownership of data and delivery requirenents should be

negotiated. If single followon conpetition is planned,
ownership may not be required, dependent upon contract ual
agreenents with the owner of the data. It may be that a

CITIS can be used as the repository for the data for sone
period of tinme, but eventual data delivery requirenents
shoul d be a contract option.



MAI NTENANCE: | f mai ntenance is to be perforned by soneone
ot her than the Original Equi prent Manufacturer (CEM,

Gover nnment ownership of data and delivery requirenents
shoul d be considered. Again, a CITIS nay be used as the
repository for the data for some period of tine, but
eventual data delivery requirenents should be a contract
opti on.

DI SPOSAL: \Where special considerations, requiring
contractor data, nust be addressed during di sposal,
Gover nment ownership of data and delivery requirenents
shoul d be negoti at ed.

| MPCSING CITIS: Table 1 provides general guidance for
considering a CITIS.

TABLE 1
VHEN TO | MPOSE/ CONSI DER CI TI S
Commerci al - O - The- Shel f (COTS) Do Not | npose
Non- devel opnental Itens (NDI) Consi der
Modi fication to Existing Systens Consi der
New Devel opnental Itens | npose
Maj or Re- buy Consi der

When considering inposing CITIS several options nust be
considered. Table 2 provides sone data requirenent options.



GOVERNMENT DATA REQUI REMENTS

TABLE 2

Repr ocurenent s

CONSI DER

GUI DANCE

DATA
Rl GHTS

Conpetitive

See Note #1

Unlimted

Non-
Conpetitive

See Note #2

Can Be
Limted

Conpetitive
Spar es/ Repai r/
Repl eni shnment

Gov’ t
Owner shi p of
Dat a
Requi r ed

|s data to be
transferred
to the Gov't
at this tinme?

Yes

See
Not e #3

See
Not e #2

Unlimted

Gov' t
Owner shi p of
Dat a Not
Requi r ed

See Note #2

Can Be
Limted

Mai nt enance

Ori gi nal
Equi prment
Manuf act ur er

(CEM

See Note #2

Can Be
Limted

2"% Party
Provi des
Logi stics
Support

Gov' t
Provi des
Logi stics
Support

See

Unlimted

Tr ai ni ng

Provi ded By
OCEM

See Note #2

Can Be
Limted

Provi ded By
2" Party

Provi ded By
The Gov't

See

Unlimted

Di sposal

Hazar dous
Materi al s

Speci al
Di sposal
Requi renent s

Pr eci ous
Met al s

O her

See

Can Be
Limted

1 Gov't ownership of data required — Include delivery

requirenents.
I ncl ude contract option for Gov't ownership of data and

2

future delivery.
% I'ncl ude delivery requirenents.




ENG NEERI NG DATA RI GHTS

DATA MANAGER — is used as a generic term meaning the
i ndi vi dual responsible for naking decisions regarding
acqui sition, managenent, storage, nmaintenance, and

di sposition of E&T Data for any given activity.

DATA MANAGER RESPONSI LI TIES: The single nost inportant
responsibility will be the determ nation of what type,
anount, l|location and ownership of data is required. A
very inportant responsibility of the data manager is to
ensure that clains of data, subject to limted rights,
are chal l enged when appropriate. Security of data nust
be of paranmount consideration, Public Law 18-1905

pl aces severe (“fined under this title, inprisoned not
nore than one year, or both; and shall be renoved from
of fice or enploynent’) “personal penalties” on

unaut hori zed di sclosure of Limted R ghts and
Proprietary Data.

Conmpetitive Acquisitions. |In order for E&T data
to be used for conpetitive acquisitions, the governnent
must obtain unlimted rights to that data. |If it is
not possible to acquire unlimted rights to E&T data,
GPLR nust be negotiated to minimze restrictions on the
government in the use of the delivered E&T data.

Delivered Data. The CGovernnent has physica
possession of the data. Possession does not
necessarily mean ownership or connotation of rights.
Ownership and rights does not necessarily nean
possessi on.

CITIS Data. The contractor has physical
possession of the data and is providing sone form of
access and/or use of that data to the CGovernnent.
Possessi on does not necessarily nmean ownership or
connotation of rights. Ownership and rights does not
necessarily mean possession.

RI GHTS I N TECHNI CAL DATA: The term "data rights”
refers to contractual requirenents regarding the rights
to use the data devel oped and/or delivered under a
government contract. Data rights involve issues such
as proprietary and restricted data, copyrights and
patents, and rel easing, duplicating, or disclosing
data. Special laws apply to DoD in this area, and,
rather than in the Federal Acquisition Regulation
(FAR), nost significant policies are in the DoD Federal
Acqui sition Regul ati on Suppl ement (DFARS). DFARS
Subpart 227.4 sets forth the policies, procedures, and
i npl enenting instructions related to requirenments for



the acquisition of technical data and conputer

software. Note: the contracting officer is the
official primarily responsible for contract terns and
conditions and the data manager shoul d coordi nat e DFARS
cl auses with contracting as soon as possible.

UNLIM TED, LIM TED, AND GOVERNENT PURPOSE LI M TED
RIGHTS (GPLR): Policies regarding data rights are
founded on three basic types of rights: unlimted,
limted, and GPLR The rights status of all acquired
engi neering data nmust be clearly identified to insure
appropri ate safeguard and proper use of that data.
These definitions are paraphrased from DFARS 227. 401.
Public Law 18-1905 pl aces severe (“fined under this
title, inprisoned not nore than one year, or both; and
shall be renoved fromoffice or enploynent’) “persona
penal ti es” on unauthorized disclosure of Limted Rights
and Proprietary Data.

Unlimted R ghts inpose no restrictions on the
Governnment; when the Governnent holds unlimted rights,
it may use and disclose the data w thout any
limtations other than appropriateness of use and
di scl osure.

Limted Rights restrict the Governnent's ability
to rel ease or disclose the information outside or
wi thin the Governnent depending on the l[imtation
desi gnati on appli ed.

GPLR permits the Governnent to rel ease, reproduce,
or disclose the data, and to allow others to do so, but
only for Governnent purposes. GPLR status is
determ ned and negotiated prior to delivery of the data
and has a tine limtation which will vary from one
programto anot her.

TECHNI CAL DATA CLAUSES: The data manager needs to be
famliar with and understand the purpose of technical
data clauses in Part Il, Section Il of solicitations
and contracts. Table 1-1 below identifies these
techni cal clauses. The data manager shoul d coordi nate
with the contracting officer to ensure that these
clauses are included in solicitations and contracts, as
applicable. It is possible to incorporate nore than
one clause in a particular solicitation. The DFARS
text contains exceptions, and sone cl auses can be

nodi fied by negoti ati on.

CONTRACTOR LI M TATI ONS - DATA CHALLENGES: The DFARS
gives the contractor the right to identify the data it
considers to be provided with limted rights, and puts



t he burden of challenge on the Governnent (DFARS
227.403-73). Although the tine available to make a
challenge is long (three years; unrestricted in sone
cases), the procedure to validate and chal |l enge
mar ki ngs can be lengthy. |If the material m ght be used
on |ater contracts, the data manager should review the
contractor's clains as soon as possible, so any
chal l enges can be made in mnimumtine. This wll
reduce the risk of Iengthy chall enges affecting the
source selection schedule of the followon contracts.

DATA OAWNERS: I n general, data rights are determ ned
based who paid for developing the data. |If the data
was devel oped with Governnent funding, then the
Governnent usually has unlimted rights. |If the data
was devel oped with private-sector funding, then the
data will be designated as Iimted rights although GPLR
may be obtai ned through negotiation. Chall enges of
limted rights clainms on data known to be devel oped

t hrough private-sector funding should not be pursued
si nce such chall enges have no validity and will be
denied. If the data were devel oped with m xed fundi ng
(both CGovernnent and private-sector), then it may be
designated as |imted. However, the GPLR designation
was devel oped to address data produced through m xed
funding to enable greater latitude in the Governnent's
use of that data.

Contractor Ownership. The contractor controls the
data and any changes to it. The Governnent may have
varyi ng degrees of data rights for that data.

Owner shi p does not necessarily nean possession and
possessi on does not necessarily nmean ownershi p.

Gover nment Ownership. The Governnent controls the
data and any changes to it. The Governnent has
unlimted rights for that data. Ownership does not
necessarily mean possession and possessi on does not
necessarily nmean owner shi p.

COMVERCI AL ACQUI SITION: Commercial Item (Cl) is any item
avai lable in or evolving fromthe conmerci al nmarketpl ace
that will be available in tine to satisfy the user

requi renent. They are any conbination of itenms custonmarily
conbi ned and sold to the general public. Services
(installation, maintenance, training, and other) for these
itens may be procured for federal governnent use. These
services are offered and sold conpetitively, in substanti al
guantities, and are available in the comrercial marketpl ace.
Except for cases where the commercial producer wll

econom cally all ow Governnent access to the data, CITIS



shoul d not be inposed. Flow chart 1 can be used to consi der

whet her or not to inpose a CITIS.
CHART 1
NO YES
YES NO
|IIIIIIIIIIIII< - “'l|||||||lI'NYESJ
‘NO

NONDEVELOPMENTAL | TEM (NDI') ACQUI SI TI ON: A Nondevel opnent al
I[tem (NDI) is one that was previously devel oped and used
exclusively for governnental purposes by a Federal Agency, a
State or | ocal governnent, or a foreign government with
which the United States has a mutual defense cooperation
agreenent. NDI can require mnor nodification in order to
nmeet the requirenents of the agency. Itens that are

devel oped and will soon be used by the Federal, a State or
| ocal governnent, or a foreign government are al so
considered NDI. Flow chart 2 can be used to consider

whet her or not to inpose a CITIS.




CHART 2

‘ YES }NO }NO

NO YES

MODI FI CATI ON TO EXI STI NG SYSTEM An acqui sition strategy
whereby an existing system subsystem or equipnent is
selected to be extended in its application to a new host
platform . Flow chart 3 can be used to consider whether or

not to inpose a CITIS.
CHART 3

| YES ‘NO }NO

NO YES

NEW DEVELOPMENT PROGRAM  An acquisition strategy where a
comerci al acquistion, a NDI acquisition and a nodification
to an existing systemstrategi es can not statisfy m ssion
requi renent. Al new devel opnental program should require
CITIS. Flow chart 4 can be used to consider whether or not
to inpose a CITIS.



CHART 4




