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Prev ious  Sec t ion

2.3 - -  Networks

Networks  a re  the  means  by  which  users  a re  connec ted  to  each  o ther  fo r  the  exchange  of  da ta  and  shar ing  
of  resources .   Networks  can  range  f rom very  smal l  (a  few users  in  a  s ingle  of f ice  shar ing  a  pr in ter )  to  very  
large ( the Internet) .

2.3.1  - -  LAN

A LAN is  requ i red  when  there  a re  severa l  users  who need  to  share  da ta ,  app l ica t ion  sof tware ,  and  
equ ipmen t .   The  LAN ne twork  dev i ce s  commonly  u sed  a r e  pr in te rs ,  d i sk  dr ives ,  modems,  and  o ther  
Management  In fo rmat ion  Sys tem (MIS)  equ ipment  ( see  F igure  3 -1 ) .   As  the  name  LAN sugges t s ,  t h i s  type  
of  ne twork  i s  conta ined  wi th in  a  smal l  a rea  (usua l ly  wi th in  the  same bui ld ing  or  f loor ) .

Figure  3 -1 .  - -  Example  o f  Bas ic  LAN Layou t .

LANs a re  based  on  the  needs  o f  the  use r .   Some LANs may  on ly  need  to  be  connec ted  to  share  resources  
s u c h  as  modems or  pr in te rs .   A pr imary  capabi l i ty  of  L A N s  is  to  a l low users  to  t ransfer  data  f i les  
e lec t ronica l ly  ra ther  than  downloading  f i les  onto  d iske t tes  and  car ry ing  them f rom place  to  p lace .   
Ne twork  se rve r s  a re  a l so  commonly  used  to  s to re  la rge  sof tware  appl ica t ions  and  da tabases  tha t  can  be  
accessed  by  a l l  au thor ized  LAN users ,  a l lowing  them to  bo th  share  appl ica t ions  and  save  space  on  the i r  
loca l  hard  dr ives .

A common need  for  o rgan iza t ions  i s  to  t rans fe r  da ta  f rom one  LAN to  ano ther  o r  to  connec t  to  a  l a rge  
m a i n f r a m e  compute r .   These  func t ions  can  be  ach ieved  wi th  wha t  i s  commonly  refer red  to  as  a  br idge .   
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Also ,  a  router  i s  of ten  des i rab le  for  la rge  ne tworks  to  reduce  ne twork  t ra f f ic  on  indiv idual  segments .

A  Ne twork  F i l e  Sys t em (NFS)  (may  come  wi th  UNIX ope ra t i ng  sys tem)  a l lows ne twork  f i le  t ransfer  and  a  
f i le  server 's  s torage  device  to  become a  loca l  device  t ransparent  to  the  user  ava i lab le  on  the  PC.

2.3 .2  - -  WAN

A WAN is  requ i red  when  the re  a re  mul t ip le  use r s  who  need  to  share  da ta  o r  equ ipment  over  a  l a rge  a rea  
(usua l ly  many  mi le s ) .   A  WAN shou ld  on ly  be  cons ide red  i f  there  i s  a  need to  t ransfer  large  amounts  of  
da ta  for  long per iods  of  t ime.   I f  occas ional  or  l imi ted  use  or  access  to  remote  da ta  or  equipment  i s  needed ,  
t hen  a  modem o r  ISDN connec t ion  wi l l  su f f i ce .   WANs  are  typica l ly  made up  of  a  ser ies  of  connected  
L A N s .

The re  a r e  s eve ra l  ex i s t i ng  and  p l anned  Gove rnmen t  WANs  that  are  being heavi ly  ut i l ized,  especia l ly  in  the  
Wash ing ton ,  DC,  a rea .   Some  o f  the  Se rv ices  a l so  have  the i r  own  WANs tha t  connec t  P rogram Of f i ces ,  
suppor t  ac t iv i t i es ,  and  se lec ted  cont rac tors .   The  mos t  wel l  known WAN is  the  In te rne t ,  which  i s  
access ib le  w o r l d w i d e .

2.3.3 --  Network Protocols

Network  pro toco ls  a re  essen t ia l ly  the  sof tware  s tandards  tha t  enab le  use rs  to  communica te  over  LANs or  
W A N s .   There  a re  severa l  types  of  ne twork  pro toco ls  tha t  a re  accep tab le  in  the  CALS communi ty .   Fac tors  
to  cons ide r  when  choos ing  the  type  o f  ne twork  p ro toco l  needed  inc lude  cur ren t  f ac i l i ty  LAN/WAN 
compat ib i l i ty ,  in te r face  requi rements ,  da ta  to  be  t ransfer red ,  and  d is tance  of  ne twork .   The  fo l lowing are  
c o m m o n  p r o t o c o l s  and thei r  capabi l i t ies .

z P O S I T :   The  Prof i l e  fo r  Open  Sys tems  In te rne twork ing  Techno log ies  (POSIT)  has  rep laced  
the  Gove rnmen t  Open  Sys t ems  In t e r connec t ion  Prof i le  (GOSIP)  a s  t he  Governmen t  s t anda rd  
fo r  ne twork ing  p ro toco l s  (F IPS  PUB 146-2) .   POSIT  con t inues  to  inc lude  OSI protocols .   I t  
encompasses  t he  Indus t ry -Gove rnmen t  Open  Sys tems  Spec i f i ca t ion .   POSIT a l so  l e t s  agenc ies  
spec i fy  s tandards  of  the  In te rne t  Engineer ing  Task  Force  and  o ther  open ,  vo lunta ry  s tandards .

z TCP/IP:   Transmiss ion  Cont ro l  Pro tocol / In te rne t  Pro tocol  (TCP/IP)  i s  the  genera l  p ro tocol  
( IEEE 802 .3 )  fo r  mos t  eng ineer ing  works ta t ions  and  se rvers .   I t  a l lows  UNIX compute r s  to 
connec t  to  each  o ther  for  remote  log in  wi th  ' r log in '  and  ' r sh '  UNIX commands .   I t  a l so  a l lows  a  
P C  w i t h  X-windowing  so f tware  to  e s t ab l i sh  an  X-window sess ion  on  a  UNIX se rve r .   TCP/ IP  
i s  the  protocol  used for  In ternet  connect iv i ty .

2.3.4 --  Internet/Intranet

The In te rne t  i s  an  example  of  a  very  la rge  WAN.   The  In te rne t  was  a  p roduc t  o f  a  research  and  
d e v e l o p m e n t  requ i rement  by  the  government ,  un ivers i t i e s  and  la rge  corpora t ions  to  ne twork  compute rs  
toge ther  as  a  means  to  exchange  da ta .   I t  i s  an  in te rconnec ted  web of  da ta -car ry ing  pa thways  and  
in t e rmed ia t e  nodes  wh ich  route  and f i l ter  packets  of  data  t raff ic  as  they t ravel  f rom pa thway  to  pa thway  
f rom a  source  to  a  des t ina t ion .
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Many  Gove rnmen t  o rgan i za t i ons  now have  In t e rne t  Home  Pages  tha t  a re  used  to  d i ssemina te  in format ion  
abou t  the  organiza t ion  and  i t s  programs,  as  wel l  as  p rov id ing  access  to  re fe rence  in format ion ,  documents  
under  rev iew,  and  sof tware  app l ica t ions .

An In t ranet  inc ludes  in terne t  technology wi th  the  addi t ion  of  f i l te r ing  and secur i ty .   An in t ranet  usual ly  
res t r ic ts  access  to  cr i t ica l  da ta  sources  to  a  l imi ted  col lec t ion of  hos ts .   Traff ic  cross ing an  in t ranet  should  
b e  secure  f rom re lease  beyond the  l imi ted  co l lec t ion  of  au thor ized  des t ina t ions .   In t rane ts  a re  a  good way 
for  geographica l ly  d iverse  organiza t ions  to  exchange  da ta  in  a  fa i r ly  secure  envi ronment .

The  hardware  and  sof tware  requ i red  fo r  an  In te rne t  connec t ion  th rough  a  LAN are :

z Router  ( see  para .  2 .1 .8)
z Communica t ion  dev ice  - -  th i s  can  be :

- a  m o d e m ,
- a  ne twork  te rmina t ion  un i t  (NT1)  in  con junc t ion  wi th  a  t e rmina l  adap te r

which  p rov ides  fo r  ISDN access ,  o r
- a  channe l  se rv ice  un i t /da ta  se rv ice  un i t  (CSU/DSU)  to  connec t  to  a

swi tched  56  kbps  se rv ice  ( s imi la r  to  ISDN) .

z An In te rne t  Serv ice  Prov ider  ( ISP)
z In te rne t  sof tware  in te r face  such  as  a  web browser  (e .g . ,  Netscape)
z Transmiss ion  Cont ro l  P ro toco l / In te rne t  P ro toco l  (TCP/ IP)  so f tware  which

is  a  sui te  of  protocols  that  faci l i ta te  the  pass ing o f  da ta  be tween  compute r s  on
a  ne twork .

2.4  - -  Telecommunicat ions

Telecommunica t ions  inc ludes  the  ha rdware  requ i red  to  connec t  to  o ther  compute r  sys tems  as  we l l  a s  the  
l ines  used  to  t ransmi t  the  da ta .   Modems a re  the  pr imary  hardware  needed  to  connec t  wi th  o ther  loca t ions .   
The  l ines  used  to  t ransmi t  the  da ta  vary  widely  in  te rms of  capaci ty  and  cos t .   The  choice  of  l ine  type  wil l  
be  based  on  fac to r s  such  as  da ta  vo lume,  speed ,  and  cos t .   The  Program Manager  mus t  keep  in  mind  tha t  
t e lecommunica t ions  connec t ions  a re  on ly  as  fas t  a s  their  s lowes t  l ink ,  and  the  more  rou te rs  the  da ta  mus t  
go  th rough ,  the  s lower  the  response  t imes  wi l l  be .

2.4 .1  - -  Modems

The  min imum equ ipmen t  r equ i r ed  fo r  l ong  d i s t ance  t e l ecommunica t ions  i s  a  modem.   The  modem i s  u sed  
to  l ink  two or  more  computer  sys tems ,  typ ica l ly  v ia  an  ana log  phone  l ine .   Normal  uses  cou ld  inc lude  
connec t ion  to  l a rge r  compute r  sys tems  v ia  a  t e rmina l  emula t ion  p rogram,  connec t ion  to  a  remote  s i te  to  
send/ rece ive  f i les ,  connect ion  to  the  In terne t  to  exchange  e-mai l  and  da ta  f i les ,  or  to  access  Contrac tor  
In tegra ted  Technica l  In format ion  Serv ice  (CITIS) .

The  speed  requ i rement  o f  the  modem i s  d i rec t ly  re la ted  to  the  s ize  of  the  data  f i les  that  wi l l  be  t ransferred 
and  f requency  tha t  the  modem wi l l  be  used .   I f  da ta  is on ly  to  be  accessed  and  v iewed  remote ly  us ing  a  
t e rmina l  emula t ion  p rogram,  then  ex i s t ing  14 .4  kbps  (k i loby tes  pe r  second)  modems  may  be  accep tab le .   
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However ,  i f  there  i s  a  requi rement  to  send/ rece ive  la rge  da ta  f i les ,  a  fas te r  modem wi th  bui l t - in  da ta  
compress ion  i s  requ i red .   A  major i ty  o f  computers  so ld  today  a re  equ ipped  wi th  a  28 .8  kbps  modem,  and  
p rograms  shou ld  no t  purchase  any th ing  l e s s  than  th i s .   Before  purchas ing  a  modem,  the  Program Manager  
s h o u l d  ensure  compat ib i l i ty  wi th  the  modems  a t  r emote  loca t ions .

2.4.2 --  Integrated Services  Digital  Network (ISDN) Lines

In tegra ted  Serv ices  Dig i ta l  Ne twork  ( ISDN)  l ines  a re  ano ther  method  for  send ing  and  rece iv ing  da ta .   A  
s tandard  ISDN l ine ,  ca l led  a  BRI  (Bas ic  Rate  In te r face)  i s  ac tua l ly  three  phone  l ines  wrapped in to  one .   
T w o  of  the  l ines ,  ca l led  RB channels ,  a re  used  for  t ransmiss ion  of  da ta .   The  remain ing  l ine ,  ca l led  the  RD 
channe l ,  i s  used  to  send  swi tch ing  and  format  in format ion .   Each  RB channe l  i s  capable  o f  t rans fe r r ing  
da ta  a t  64  kbps .   This  i s  2 .25  t imes  as  fas t  as  a  h igh-speed analog  modem.   Bo th  RB channe l s  can  be  
bonded  toge ther  to  ach ieve  a  t rans fe r  speed  of  128  kbps .   Wi th  da ta  compress ion ,  ISDN can  reach  t rans fe r  
speeds  up  to  5 1 2 k b p s .

An ISDN connec t ion  uses  a  d ig i t a l  modem and  d ig i t a l  t e l ecommunica t ion  l ines .   The  s igna l  i s  never  
conver ted  to  an  ana log  fo rmat ,  thus  t rave l ing  much  qu icker  and  wi thout  the  s ta t ic  and  noise  inherent  to  
ana log  t ransmiss ions .   The  cos t  of  an  ISDN is  only  s l igh t ly  h igher  than  the  cos t  for  a  typ ica l  ana log  phone  
l ine.   For  v ideo- te leconferenc ing  (VTC)  appl ica t ions  ( t ransmiss ion  of  vo ice ,  v ideo ,  and  da ta ) ,  ISDN l ines ,  
a s  a  min imum,  a re  r equ i red .

2.4.3 --  T1 Lines

T1 l ines  a re  a  po in t - to -poin t  d ig i ta l  communica t ions  c i rcu i t  tha t  ca r r ies  twenty- four  64  kbps  - -  1 .54  Mbps  
( though  somet imes  on ly  56 ,000  b i t s / s  a re  access ib le  to end  users )  - - -  channe ls ,  each  of  which  may  be  used  
for  da ta  or  d ig i t ized  voice .   The  T1 c i rcui t  l ine  usual ly  cons is ts  of  two (of ten  sh ie lded)  twis ted  pa i rs  of  
copper  conduc tors  (one  fo r  each  d i rec t ion) .   Some newer  T1  l ines  employ  new techn iques  tha t  r equ i re  
more  sophis t i ca ted  equipment  and  lower  the  l ine  leng th ,  bu t  make  low- tech  wi re taps  l ess  a  th rea t .

The  te rm "T1"  i s  usua l ly  used  in te rchangeably  wi th  "DS-1 ,"  though s t r ic t ly  speaking  T1 re fe rs  to  the  
medium ( the  b i t  r a te  and  the  copper  t ransmiss ion  sys tem descr ibed  above)  and  DS-1  re fe rs  to  the  b i t  fo rmat 
and  f raming .   The  s imi la r  European  se rv ice  i s  somet imes  ca l l ed  E1 .

T1 l ines  d i rec t ly  l inking organiza t ions  together  provide  fas t ,  re l iable  service  readi ly  avai lable  today.   
H o w e v e r ,  they  are  a l so  the  most  expens ive  of  the  opt ions  d i scussed  here  in  te rms of  ins ta l la t ion  and usage  
cos t s  ( approx .  30-40  t imes  more  expens ive  than  an  ISDN l ine ) .   Also  note  that  a  T3 l ine  exis ts  that  
de l ivers  da ta  at  a  ra te  of  45  Mbps  for  about  15  to  20  t imes  the  cos t  of  a  T1 l ine .

2.4 .4  - -  Other Modes  of  Telecommunicat ions

Some a l t e rna t ive  modes  o f  t e l ecommunica t ions  inc lude :

z F D D I  (F iber  Data  Dis t r ibut ion  In ter face) ,  a  LAN data- l ink  pro tocol ,  i s  des igned  to  run  on  
mul t i -mode  f iber .   The  ra te  of  da ta  t ransmiss ion  i s  100  M b p s .

z A T M  (Asynchronous  Trans fe r  Mode)  i s  a  me thod  fo r  swi tch ing  f ixed-s ize  packets  (ce l ls )  
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around.   L ike  T1  and  T3,  d ig i t i zed  vo ice  was  a  major  cons idera t ion  in  i t s  des ign ,  but  i t  can be 
used for  data .   I t  can be  run a t  d i f ferent  speeds  over  d i f fe ren t  media  inc lud ing  T1  and  T3  as  
we l l  a s  51  Mbps ,  1 0 0  M b p s ,  1 5 5  M b p s ,  a n d  6 2 2  M b p s  s tandards .   The f ixed ce l l  s ize  i s  53  
by tes .   Though  ATM is  rea l ly  des igned  fo r  vo ice  and  WANs,  the re  a re  schemes  to  use  i t  in  
LANs .   ATM i s  s t i l l  immatu re  and not  ye t  widely  avai lable .

z S O N E T  (Synchronous  Opt ica l  Network)  i s  a  se t  o f  s tandard  f iber -opt ic -based  ser ia l  s tandards  
p l anned  fo r  u se  wi th  ATM in  Nor th  Amer ica .   D i f f e ren t  t ypes  o f  SONET run at  dif ferent  
speeds  (OC1  runs  a t  51  Mbps ,  OC3  runs  a t  155  Mbps ,  OC12  runs  a t  abou t  600  Mbps ,  OC48  
runs  a t  over  2  Gbps) ,  and  use  d i f fe rent  types  of  f iber  (OC3 has  severa l  var ian ts  for  use  wi th  
d i f ferent  f ibers  & di f ferent  d is tances ;  there  are  vers ions  for  both  s ing l e  mode  and  mu l t imode  
f iber) .

2.4.5 --  Electronic Mail

Another  means  o f  da ta  exchange  i s  th rough  the  use  o f  Elect ronic  mai l  or  e-mai l .   E-mai l  i s  the  fac i l i ty  
enabl ing  one  to  send  messages  to  o ther  computer  users .   E-mai l  i s  fas t  - -  messages  sen t  anywhere  in  the  
w o r l d  a re  usua l ly  de l ivered  wi th in  minutes .   The  computer  sys tem of  the  person  be ing  contac ted  wi l l  
accept  and  s tore  the  e -mai l  message  in  a  mai l  f i l e  wi thout  any  in terac t ion  f rom the  receiver .   As  a  
m i n i m u m ,  e - m a i l  sys tems  shou ld  a l low use rs  to  compose  and  read  mai l ,  send  and  rece ive  messages  and  
data  f i les ,  reply to  mai l ,  and  forward  mai l  to  o ther  users .

Many types  of  in format ion  can  be  exchanged  v ia  e -mai l ,  inc lud ing  tex t ,  da ta  f i l es ,  and  programs .   E-mai l  
i s  e spec ia l ly  use fu l  fo r  weapons  sys tem programs  suppor ted  a t  geographical ly  d iverse  locat ions ,  and i t  i s  
current ly  wide ly  implemented  th roughou t  the  Government  and  Indus t ry .   E -mai l  can  be  used  to  pe r fo rm 
some of  the  func t ions  typ ica l ly  requi red  by  a  CITIS ,  such  as  acknowledge  and  not ice  of  de l ivery .

For  ex te rna l  e -mai l  connec t ion  on  a  LAN,  a l l  the  i t ems  requi red  for  an  In te rne t  connec t ion  ( see  para .2 .3 .4)  
a re  needed except  the  In terne t  serv ice .   Also ,  ins tead  of  the  in terne t  sof tware  in ter face ,  an  e-mai l  server  
so f tware  wi th  a  S imple  Mai l  T rans fe r  P ro toco l  (SMTP)  packet  i s  used  (e .g . ,  CC:Mai l ) .   For  in terna l  e -mai l  
on  a  LAN,  e -mai l  se rve r  so f tware  and  SMTP i s  needed ;  no  add i t iona l  ha rdware  i s  r equ i red .

2.5 --  Security Considerations

Stud ies  show tha t  as  ne twork  usage  g rows ,  ne twork  secur i ty  de te r io ra tes .   Threa t s  to  ne tworks  come f rom 
m a n y  sources  inc lud ing  hackers ,  in te rna t iona l  indus t r ia l  esp ionage  agents ,  d i sgrunt led  employees  and  
h u m a n  er ror .   Sens i t ive  da ta  on  networks  are  a t  r i sk  and need to  be  protec ted  agains t  the  r i sk  of  loss .

Pro tec t ing  en te rpr i se  da ta  t ransmiss ion  on  loca l -  and  wide-area  ne tworks  i s  a  complex  under tak ing .   
P lann ing  fo r  a  secure  da ta  ne twork ing  env i ronment  mus t  accoun t  for  the  fo l lowing:

z Hete rogeneous  ne twork  topo log ies  suppor t ing  mul t ip l e  pro tocol  a rchi tec tures ;
z Large  use r  popula t ions  wi th  d iverse  ne twork  access  requ i rements ;
z Data  f rom mul t ip le  sources  combined  wi th in  pub l i c  and  p r iva te  ne tworks ;  and
z Increas ing  number  o f  access  po in t s  in  the  ne twork .
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2.5.1 - -  LAN Security

These  rea l i t ies  sugges t  the  need  to  explore  a  range  of  a l te rna t ives  for  pro tec t ing  informat ion  asse ts  
t ransmi t ted  or  s to red  on  a  ne twork .   Secur i ty  p lanners  mus t  be  prepared  to  explore  fa r - reaching  pol icy  and  
prac t ices  i ssues  before  se lec t ing  an  appropr ia te  secur i ty  s t ra tegy .   Should  a  works ta t ion  be  secure  f rom i t s  
ne ighbor ,  o r  i s  i t  adequate  to  secure  smal l  g roups?   I s  the  main  concern  the  pro tec t ion  of  da ta  t ransmiss ion  
over  the  wide  a rea ,  o r  a re  there  too  many  access  po in t s  which  sugges t  secur ing  the  LANs as  wel l?   Does  the 
enterpr ise  need d i f ferent  leve ls  of  secur i ty  for  d i f ferent  bus iness  uni t s?   Should  e-mai l  be  secure ,  or  only  
pro tec ted  to  make  cer ta in  i t  a lways  ge ts  de l ivered  to  the  proper  des t ina t ion?

z Determin ing  where  to  p lace  secur i ty  se rv ices  in  the  ne twork  ra i ses  many  impor tan t  
cons idera t ions :

z Data  can  be  pro tec ted  wi th  encrypt ion  before  i t  l eaves  a  node  or  ne twork  and  decrypted  on ly  as  
i t  ar r ives  a t  i t s  pre-specif ied dest inat ion.

z Packe t  s t ruc tures  f rom the  node  or  ne twork  conform to  in te rna t iona l  s tandards  a l lowing  a  
p roper ly -des igned  secur i ty  device  to  protect  d i f ferent  p l a t fo rms  and  appl ica t ions .

z The secur i ty  device  a t  the  ne twork  or  the  node  can  a l so  be  used  for  access  cont ro l .

z A sof tware-based  so lu t ion  increases  the  r i sk  as  sof tware  i s  changeable  wi thout  the  knowledge  
of  the  user ;  requi res  regular  main tenance  and  in tegr i ty  va l ida t ion;  and  typical ly  has  user  
involvement  in  ac t iva t ing  the  secur i ty  provis ions .

2.5 .1 .1  - -  Secure  Network Management

When deve lop ing  a  p lan  fo r  secure  da ta  t r ansmiss ion  and  access  con t ro l  ac ross  en te rpr i se -wide  ne tworks ,  
the  sys tem shou ld  p rov ide :

z High- leve l  o f  p ro tec t ion  wi thou t  burden ing  use r s  wi th  new procedures  o r  imped ing  ne twork  
pe r fo rmance ;

z Appl ica t ion ,  opera t ing  sys tem and  p ro toco l  independence ;

z Network  t r ansparency  wi thou t  impac t ing  the  ne twork  func t ions ;

z Hubs ,  b r idges ,  rou te r s  and  o ther  ne twork  dev ices  should  no t  need  to  be  modi f ied ;

z Indus t ry  s tandard  c ryp tograph ic  t echnology  to  ensure  maximum pro tec t ion  fo r  end- to -end  da ta  
t r ansmiss ion ;  and

z Sca leab le  so lu t ions  tha t  wi l l  p rov ide  en te rpr i se -wide  ne twork  pro tec t ion ,  no  mat te r  how 
complex  and  d i spe r sed  the  ne twork .

For  a  secure  envi ronment ,  the  secur i ty  devices  wi l l  have  to  parse  every  e lement  of  da ta  t ra f f ic  to  va l ida te  
i t s  movement  on  the  ne twork .   Th is  p ro tec t ion  manda tes  tha t  ne twork  managers  know a l l  de ta i l s  o f  the i r  
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n e t w o r k  da ta  t ra f f ic .   When access  cont ro l  and  encrypt ion  technology  a re  be ing  added  to  a  ne twork ,  
p rocesses  should  be  in i t ia ted  to  eva lua te  and  update  the  secur i ty  s tandards  of  the  enterpr ise .   These  tasks  
inc lude  key  management ,  moni to r ing  o r  aud i t ing  the  sys tem,  and  choos ing  the  methods  fo r  con t ro l l ing  
access  to  ne twork  nodes  or  s i t es .   The  fo l lowing  paragraphs  descr ibes  some of  the  genera l  requ i rements  o f  
a  secure  ne twork  env i ronmen t .

2.5 .1 .2  - -  Key Management

Key management  invo lves  the  c rea t ion ,  d i s t r ibu t ion ,  p ro tec t ion ,  and  main tenance  of  access  con t ro l  and  
encrypt ion  keys .   Access  con t ro l  keys  es tab l i sh  l imi t s  on  which  nodes  or  s i t es  a re  a l lowed to  communica te .  
 The  encrypt ion  keys  a re  used  to  " lock"  and  "unlock"  the  secure  da ta  t ra f f ic ,  wi th  the  sender  of  da ta  us ing  
the  key to  encrypt  the  data ,  and the  rec ip ient  us ing the  same key to  res tore  the  data  to  i t s  or ig inal  form.

A sys tem should  p rov ide  an  ab i l i ty  to  op t imize  the  management  o f  the  encryp t ion  keys  us ing  t echn iques  to 
d i s t r ibu te  the  keys  to  each  secur i ty  dev ice  by  sending  them over  the  ne twork  us ing  a  pro tec ted  method .   
This  method  has  the  keys  be ing  encrypted  before  they  a re  sen t ,  which  requi res  tha t  another  key  be  
d i s t r ibu ted  to  decrypt  the  keys .   The  d i s t r ibu t ion  methodology  which  permi t s  au tomated  key  d i s t r ibu t ion  i s  
k n o w n  as  Publ ic  Key  Encryp t ion .

Publ ic  Key  Encryp t ion  t echnology  a l lows  two  dev ices  to  communica te  secure ly  even  i f  they  have  never  
c o m m u n i c a t e d  before .   I t  se rves  as  the  mechanism for  secure ly  d is t r ibut ing  encrypt ion  keys  across  an  
"unsecured"  pa th .   Publ ic  key  sys tems  use  two encrypt ion  key  segments :   A publ ic  key  and  a  p r iva te  key .

Whi le  sa t i s fac tory  for  secur ing  key  d is t r ibut ion ,  publ ic  key  technology i s  not  fas t  enough to  encrypt  h igh  
vo lumes  o f  ne twork  da ta  t r a f f i c ,  even  when  implemented  in  ha rdware .   However ,  sec re t  key  encryp t ion ,  
w h i c h  invo lves  communica t ion  be tween  two  use r s  who  bo th  possess  the  same secre t  key ,  does  per form a t  
speeds  su i t ab le  fo r  today ' s  ne twork ing  sys tems  when  implemented  in  hardware .

Publ ic -key  c ryptography can  be  used  wi th  secre t -key  c ryptography to  ge t  the  bes t  o f  bo th  wor lds .   For  
encrypt ion ,  the  bes t  so lu t ion  i s  to  combine  publ ic -  and  secre t -key  sys tems in  order  to  ge t  both  the  secur i ty  
advantages  o f  publ ic -key  sys tems  and  the  speed  advantages  o f  secre t -key  sys tems .   The  publ ic -key  sys tem 
c a n  be  used  to  encrypt  a  secre t  key  which  i s  used  to  encrypt  the  bulk  of  a  f i le  or  message .

2.5.2 --  Internet Security

The In te rne t  suf fe rs  f rom severe  secur i ty- re la ted  problems.   Some of  the  problems wi th  In te rne t  secur i ty  
are  a  resul t  of  inherent  vulnerabi l i t ies  in  the  serv ices  (and the  pro tocols  tha t  the  serv ices  implement) ,  whi le  
o thers  a re  a  resu l t  o f  hos t  conf igura t ion  and  access  cont ro l s  tha t  a re  poor ly  implemented  or  over ly  complex  
to adminis te r .   This  i s  fur ther  aggrava ted  by  the  t remendous  growth  of  the  In te rne t  and  how the  In te rne t  is 
used ;  bus inesses  and  agenc ies  now depend  on  the  Internet  fo r  communica t ions  and  re sea rch  and  thus  have  
much more  to  lose  i f  the i r  s i tes  a re  a t tacked.

The  more  sys tems  tha t  a re  connec ted ,  obv ious ly  the  harder  i t  i s  to  control  their  securi ty .   Equal ly ,  if  a site 
i s  connected  to  the  In ternet  a t  severa l  points ,  i t  l ikely would  be  more  vu lne rab le  to  a t t acks  than a  s i te  wi th  
a  s ingle  ga teway.   At  the  same t ime,  though,  how wel l  p repared  a  s i te  i s ,  and  the  degree  to  which  the  s i te  
re l ies  on the  In ternet ,  can increase  or  decrease  the  r i sk .
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Si tes  tha t  use  recommended  procedures  and  con t ro l s  fo r  inc reas ing  computer  secur i ty  have  s ign i f ican t ly  
lower  r i sks  o f  a t t ack .   F i rewal l s ,  combined  wi th  one- t ime  passwords  tha t  a re  immune  f rom moni to r ing  o r  
guess ing ,  can increase  great ly  a  s i te ' s  overa l l  level  of  secur i ty  and make us ing the  In ternet  qui te  safe .

2.5.3 --  Firewalls

A f i rewal l  can  s igni f icant ly  improve  the  leve l  of  s i te  secur i ty  whi le  a t  the  same t ime permi t t ing  access  to 
v i ta l  In ternet  and network services .   I t  he lps  implemen t  a  larger  secur i ty  pol icy  that  def ines  the  services  
and  access  to  be  permi t ted .   I t  i s  an  implementa t ion  of  tha t  secur i ty  pol icy  in  te rms of  a  ne twork  
conf igura t ion ,  one  or  more  hos t  sys tems  and  rou te rs ,  and  o ther  secur i ty  measures  such  as  advanced  
authent ica t ion  in  p lace  of  s ta t ic  passwords .   The  main  purpose  of  a  f i rewal l  sys tem is  to  cont ro l  access  to  
or  f rom a  pro tec ted  ne twork .   I t  implements  a  ne twork  access  po l icy  by  forc ing  connec t ions  to  pass  
through the  f i rewal l ,  where  they  can  be  examined  and  eva lua ted .

A f i rewal l  sys tem can be  a  router ,  a  personal  computer ,  a  hos t ,  or  a  col lec t ion  of  hos ts ,  se t  up  speci f ica l ly  
to  sh ie ld  a  s i te  or  subnet  f rom pro tocols  and  serv ices  tha t  can  be  abused  f rom hos ts  ou ts ide  the  subnet .   A 
f i rewal l  sys tem is  usual ly  located  a t  a  h igher- level  ga teway,  such as  a  s i te ' s  connect ion to  the  In ternet ,  
a l though  f i rewal l  sys tems  can  be  loca ted  a t  lower- leve l  ga teways  to  provide  pro tec t ion  for  some smal le r  
co l lec t ion  of  hos ts  or  subnets .

In  genera l ,  a  f i rewal l  should  have  the  fo l lowing fea tures  or  a t t r ibutes :

z Be able  to  suppor t  a  "deny a l l  serv ices  except  those  speci f ica l ly  permi t ted ' '  des ign  pol icy .   The  
f i rewal l  should  suppor t  your  secur i ty  pol icy ,  not  impose  one .

z Be f lex ib le ;  i t  shou ld  be  ab le  to  accommodate  new se rv ices  and needs  i f  the  secur i ty  pol icy  of  
the  o rgan iza t ion  changes .

z Conta in  advanced  au then t ica t ion  measures  o r  shou ld  con ta in  the  hooks  fo r  ins ta l l ing  advanced  
au then t ica t ion  measures .

z Employ  f i l t e r ing  techniques  to  permi t  o r  deny  serv ices  to  spec i f ied  hos t  sys tems  as  needed .

z Conta in  an  IP  f i l te r ing  language tha t  i s  f lexib le ,  user - f r iendly  to  program,  and should  f i l te r  on  
as  many a t t r ibutes  as  poss ib le ,  inc luding  source  and  des t ina t ion  IP  address ,  p ro tocol  type ,  
sou rce  and  des t ina t ion  TCP/Use r  Da tag ram Pro toco l  (UDP)  po r t ,  and  inbound  and  ou tbound  
interface .

z Use  p roxy  se rv ices  fo r  se rv ices  such  as  FTP and  TELNET,  so  tha t  advanced  au then t i ca t ion  
measu re s  can  be  emp loyed  and cent ra l ized  a t  the  f i rewal l .   I f  services  such as  NNTP,  X,  h t tp ,  
o r  gopher  a re  requi red ,  the  f i rewal l  should  conta in  the  cor responding  proxy  serv ices .

z Conta in  the  ab i l i ty  to  cen t ra l i ze  SMTP (S imple  Mai l  Trans fe r  Pro toco l  which  i s  used  to  
t ransfe r  e lec t ron ic  mai l  be tween  computers )  access ,  to  reduce  d i r e c t  S M T P  connec t ions  
be tween s i te  and  remote  sys tems.   This  resu l t s  in  cent ra l ized  handl ing  of  s i te  e -mai l .
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z Accommodate  publ ic  access  to  the  s i t e ,  such  tha t  publ ic  in format ion  se rvers  can  be  pro tec ted  
by  the  f i rewal l  but  can  be  segregated  f rom s i te  sys tems tha t  do  not  requi re  the  publ ic  access .

z Contain  the  abi l i ty  to  concentra te  and f i l te r  d ia l - in  access .

z Conta in  mechanisms  for  logging  t ra f f ic  and  susp ic ious  ac t iv i ty ,  and  should  conta in  
mechan i sms  fo r  log  r educ t ion  so  tha t  logs  are  readable  and unders t andab le .

z Be developed in  a  manner  tha t  i t s  s t rength  and correc tness  i s  ver i f iab le .   I t  should  be  s imple  in  
des ign  so  tha t  i t  can  be  unders tood  and  main ta ined .

z Be upda ted  wi th  pa tches  and  o ther  bug  f ixes  in  a  t imely  manner .

There  a re  undoubted ly  more  i s sues  and  requ i rements ,  however ,  many  of  them wi l l  be  spec i f ic  to  each  s i t e ' s  
own needs .   A  thorough  requ i rements  def in i t ion  and  h igh- leve l  r i sk  assessment  wi l l  iden t i fy  mos t  i s sues  
and  r equ i remen t s ,  however  i t  shou ld  be  emphas ized  tha t  the  In ternet  i s  a  cons tant ly  changing ne twork .   
N e w  vulnerab i l i t i es  can  a r i se ,  and  new serv ices  and  enhancements  to  o ther  se rv ices  may represen t  po ten t ia l 
d i f f icul t ies  for  any f i rewal l  ins ta l la t ion.   Therefore ,  f lexibi l i ty  to  adap t  to  changing  needs  i s  an  impor tan t  
cons idera t ion .

Nex t  Sec t ion


